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Information
Security

Securing your assets
and protecting your
information

Physical security: fences, barriers & guards

Access Control: restricted areas, CCTV
Network segregation and or physical air-gaps

User authentication: Smartcards and Passwords

Anti-Virus protection
Encryption

Audio & video surveillance countermeasures




What is TEMPEST?

A branch of IT security that focuses on the
study of unintentional electromagnetic
emanations from electronic devices.




What TEMPEST is not.
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I Commission
Highest Level Second Level Lowest Level
‘Full TEMPEST’ ‘Intermediate ‘Tactical TEMPEST’
TEMPEST’

NATO SDIP-27/2 Level A SDIP-27/2 Level B SDIP-27/2 Level C
TEMPEST [Level | [Level 2 USA/Canada] [Level 3 USA/Canada]
Standard USA/Canada]
EU TEMPEST IASG 07-03 Level A IASG 07-03 Level B IASG 07-03 Level C
Standard
NATO ZONE  SDIP-28/2 Zone 0 SDIP-28/2 Zone | SDIP-28 Zone 2

NATO TEMPEST Installation standard SDIP-29/2



TEMPEST
modifications

What we add:

Filters Shielding

Gaskets Ferrites




What we might remove:

Bluetooth or Wi-Fi
Unused interfaces

TEMPEST modifications Any potential aerials




How to
protect
yourself
against
TEMPEST

Commercial vs TEMPEST




Level A is typically used when:

&8 - The threat from a foreign intelligence agency is considered high
: Processed Data is marked Secret and above

N - Processed Data is marked Confidential or above
', - The site has a guarded perimeter e.g.,Army or Air force base
4 - A facility is designated as a NATO facility Zone |

Level C is most often used when:

- Equipment is mobile or deployable and the risk is deemed lower

- Coalition operation processing national secrets

- Equipment is located in close proximity to battlefield communication systems
- A facility is designated as a NATO facility Zone 2




@ Overseas Embassies and Missions, MoFA

ain  Government offices, Ministry of Interior

5 Security Services

@ Critical National Infrastructure (CNI)

Where is

TE M PEST Royal Family, VIPs or HVA

eq U i P m e nt National Banks — State financial institutions
needed!?

Military bases — Army, Airforce, Navy and coalition operations.

Border Agencies — watch list.




TEMPEST SPECIALISTS

OSPL TEMEST test

facility

As part of its core capability, OSPL operates and
manages three TEMPEST test chambers which are
approved and regulated by the Netherlands National
COMSEC Agency, (NL NSA), NATO and the EU
Commission.

Utilising the latest Intriple TEMPEST receiver
technology, together with a current Facilities
Qualification Certificate, (FQC), OSPL’s test
chambers are certified to perform TEMPEST testing
to the highest NATO TEMPEST standard, SDIP-27/2
Level A and EU TEMPEST standard IASG 07-04
Level A.

In addition to the sale of TEMPEST equipment, OSPL
offers its TEMPEST test services to 3™ party
organisations wishing to verify or modify their
equipment to current TEMPEST standards

OSPL’s chambers and test facility have been
accredited to ISO/IEC 17025 and ISO 9001 per the
requirements of NATO SDIP-55.



TEMPEST
Zoning




Heating systems/air-con
Telephones/Mobile phones

AC cables & copper cabling/conduits

TEMPEST Installation

Kensington locks

Al TEMPEST equipment must be installed per
SDIP-29 as humans are the weakest link.




I Continued Investment

News...

* Three New TEMPEST chambers,
completed with three TEMPEST test
receivers from Intriple.

* Continued expansion of stores &
production capability - Moved to a
newer and larger facility in Q3 2023




New
Products
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TreMPEST SPECIALISTS

Any Questions!
Contact

www.telva.fi

Arentitie 3
00410 Helsinki
Ph.+358 20 7939 300

info(a)telva.fi



http://www.telva.fi/
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